
© Carola F Berger 2021. Scams in the Language Sector, MCE October 2021

DON’T FALL FOR IT: 
SCAMS IN THE 
LANGUAGE SECTOR
Carola F Berger, PhD, CT
CFB Scientific Translations LLC
https://www.cfbtranslations.com



© Carola F Berger 2021. Scams in the Language Sector, MCE October 2021

OUTLINE
▰ Email spoofing
▰ Identity and CV theft
▰ Phishing and Smishing
▰ Ransomware
▰ General cybersecurity recommendations
▰ Questions?
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FREE ATA Webinar for 
Freelancers and Independent 
Language Pros
On demand:
Don’t Fall for It! Scams Targeting Language Professionals
https://www.atanet.org/event/dont-fall-for-it-scams-targeting-language-professionals/

https://www.atanet.org/event/dont-fall-for-it-scams-targeting-language-professionals/
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EMAIL SPOOFING
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Email Spoofing

To see full message header:

5



© Carola F Berger 2021. Scams in the Language Sector, MCE October 2021

Email Spoofing
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Email Spoofing – Analyze with Google Toolbox 
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1. View source in mail program:
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Email Spoofing – Analyze with Google Toolbox 
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1. View source in mail program
2. Copy source into 

https://toolbox.googleapps.com/apps/messageheader/
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https://toolbox.googleapps.com/apps/messageheader/
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Email Spoofing – Analyze with Google Toolbox 
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Email Spoofing – Analyze with Google Toolbox 
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https://www.iplocation.net

Does not help with gmail/other
free accounts – you only get 
the mail server location
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Email Spoofing – Reply-to Addresses
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Email Spoofing – Reply-to Addresses
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Email Spoofing – Fake Links
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Email Spoofing – Fake Links
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Email Spoofing – Fake Links
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IDENTITY AND CV THEFT
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Large-scale operations scrape CVs off the web, edit the CVs 
and pretend to be experienced translators, all the while just 
piping text through machine translation.

See list at
http://www.translator-scammers.com/translator-scammers-
directory.htm

CV THEFT
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http://www.translator-scammers.com/translator-scammers-directory.htm
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1. Check list at http://www.translator-scammers.com/
2. Scammers always use free email addresses 

(unfortunately, so do many real freelancers).
3. Check the addresses – sometimes, they are completely 

invented.
4. If the translator name is real and being impersonated, 

check against other information/directories. If the 
translator name is fake, they will not show up anywhere 
else.

CV THEFT
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http://www.translator-scammers.com/
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PHISHING AND 
SMISHING
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Spoofing and Phishing
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Alleged Copyright Violation
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Alleged Copyright Violation
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Impersonation of the US SBA
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RANSOMWAR
E
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“ Ransomware is an ever-evolving 
form of malware designed to 
encrypt files on a device, rendering 
any files and the systems that rely 
on them unusable. Malicious 
actors then demand ransom in 
exchange for decryption. 
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Definition by the US Government 
Agency CISA (Cybersecurity & 
Infrastructure Security Agency, 
https://www.cisa.gov) 
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▰ Antivirus and firewalls!!
▰ If one computer gets infected – can you isolate it and work with 

the rest?
▰ Cloud: What needs to be stored in the cloud for easy access? The 

rest should be on isolated harddrives that are offline when not in 
use.

▰ ALL data that are stored in the cloud should be encrypted, with 
strong encryption! (e.g. SHA-1 is too weak)

▰ Regular off-line backups! That means drives in a locked off-line 
location.

▰ Make a plan to continue work without the cloud.

RANSOMWARE PROTECTION
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▰ ENISA (European Union Agency for Cybersecurity) Cybersecurity
Guide for SMEs: 
https://www.enisa.europa.eu/publications/cybersecurity-guide-
for-smes

▰ CISA (US Cybersecurity & Infrastructure Security Agency) 
https://www.cisa.gov/stopransomware

▰ Small Business Cybersecurity Workbook by the Washington 
Small Business Development Center: 
https://wsbdc.org/protect-your-business/cybersecurity/

RANSOMWARE AND CYBERSECURITY RESOURCES
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https://www.enisa.europa.eu/publications/cybersecurity-guide-for-smes
https://www.cisa.gov/stopransomware
https://wsbdc.org/protect-your-business/cybersecurity/
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Any questions?
You can find me at:
▪ info@cfbtranslations.com
▪ https://www.CFBtranslations.com
▪ https://www.linkedin.com/in/cfbtranslations/

https://www.CFBtranslations.com
https://www.linkedin.com/in/cfbtranslations/

